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S * EXECUTIVE OFFICE OF THE PRESIDENT U
O NATIONAL SECURITY: COUNCIL ‘

WASHINGTON

_ " January 2, 1951
MEMORANDUM FOR THE NATTONAL SECURITY COUNCIL o

'z

SUBJECT: Minimum Standards for the Handling and Transmission
, of Classified Information

REFERENCE: Executive Order 9835 dated Merch 21, 1947

. The enclosed draft Executive Order by the Inter-
departmental Committee on Internal Security (ICIS) and the accom-
panying memorandum of trensmittal from the Chairman og}the ICIs
are submitted herewith for consideration by the National3Sggurity
Council, the Secretary of the Treasury, the Attorney Genera;%]the
Secretary of Commerce, the Director of Defense Mobilization ‘and
the Chairman of the Atomic Energy Commission. e e {}{]

It is recommended that, if the Councll concurs In
. the draft Executive Order, it be submltted to the President for
:'T:D his consideration with the recommendation that he approve its 1is-

suance.

JAMES S. LAY, Jr.
Executlve Secretary

cc: The Secretary.of:the Preasury
The Attorney General
The Secretary of Commerce
The Director of Defense Mobilization .
The Chairmen of the Atomic Energy Commission
The Director of the Bureau of the Budget

v
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i INTERDEPARTMENTAL COMMITTEE ON INTERNAL SECURITY

®

2107 Departmént of Justice, Washington, D. C.
ICIS-P17/16
December 29, 1950
MEMORANDUM FOR THE NSC REPRESENTATIVE ON INTERNAL SECURITY

SUBJECT: Regulations Establishing Minimum Standards for the
Handling and Transmission of Classified Information
in Executive Departments and Agencies of the Federal
Government

Transmitted herewith for the consideration of the National
Security Council is a draft Executlive Order dated December 28,
1950, prescribing regulations establishing minimum standards for
the handling and transmission of classified information in the
executlve departments and agencies of the Federal Government,

As you know, the ICIS undertook the study of the need for
regulations establishing minimum standards and began drafting
proposed regulations soon after it was constituted. The resulting
draft regulations incorporate and are based on the views of the
member agencies of the ICIS, as well as the comments of the De-
(:) partment of Commerce, Atomic Energy Commission, the Bureau of the

Budget and the Central Intelligence Agency, Attention is invited
to the fact that the enclosed draft has not been cleared through
the Executive Branch by the Bureau of the Budget as 1s customarily
done 1in the case of proposed executive orders.

You will recall that in accordance with Executive Order No.
9835 the Security Advisory Board of the State-Army-Navy-Air Co-
ordinating Committee (SANACC), which is no longer in existence,
prepared a preliminary draft of minlmum standards for the handling
and transmission of classified information. This draft was circu-
lated to forty-six executive and three non-executive agencies of
the government on July 7, 1S47, with a request for comments and
‘suggestions. After consideration of the comments and suggestions
recelved, the Security Advisory Board completed a final and re-
vised draft, together with a proposed Executive Order designed to
make the standards applicable throughout the executlve branch of
the government. In the meantime, as you know, the press obtained
a copy of the prelimlnary draft and thereafter the press and a
congressional subcommittee took serious exceptions to the proposed
standards, particularly the definitions of the terms "secret'" and
"confidential." As a result, the submission of these standards -
to the President was deferred.

C
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The proposed regulations now submitted for the consideration
of the National Security Council relate, as you will observe, to
the safeguarding of information the unauthorized disclosure of which
might impair or harm the nationfs security. These proposed regu-
lations do not contain those clauses of the first draft of minlmum
standards prepared by the Security Advisory Board to which excep-
tion was taken,

The ICIS accordingly recommends unanimously that the enclosed
draft Executive Order prescribing regulations be approved and pro-
mulgated. You will note that the Executive Order contains a pro-
vision that the Attorney General be designated as the officer
who upon request will render interpretatlions of these regulations.

Sincerely yours,

/s/ Raymond P, Whearty
Chairman, Interdepartmental Committee
on Internal 3Security

-2~ RESTRICTED
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C ,————"""4 EXZCYTIVE ORDER . . . . December 28, 1950

PRESCRIBING RAGULATICNS ESTABLISHING iTINIMUT! STANDARDS FOR
THL HANDLIMG ALD TRANSHISSION OF CLASSIFIED INFCRMATICW

4

TWHFREAS It is necessary in order to ectablish uniformity throughcut the
executive branch of the Govermment to provide nminimum standards which will
\ enable officers and employees appropriately and uniformly to classify
information according to the>degree of protection which it requires, to accord
proper and uniform protection to all classified inform@tion, and expeditiously
to change the classification assigned to information whenever conditions require
a different degree of protection; \ s |
- By virtue of the authority vested invme by the Constitution and statutes of
®» (:: the United States, and as President of the United Stafes, I hereby prescribe the Jans:
- following regulations estﬁblishing minimum standards for the haﬁdling and trans- E;;;E
mission of classified information in the executive branch of the Federal Govern-
ment for the sole pﬁrpose of safegﬁarding official informgtion, the unauthorized
disclosure of which might impair or harm the security of the nation.

These roegulations shall be applicable throughout the executive branch of
the Government .to the extent not inconsistent with 1éw. " Nothing in these regu-
lations shall be construed to authorize the dissemination, releasc, handling
or transmission of any classified information contrary to the provisions of
any law, executive order, or Presidential directive which restricts the dis-
semination, release, handling or transmission of such infornmation,/ or td

4
abrogate existing security regulationsrimposing higher standgfds than those
prescribed in these regulations, or to prevent the imposition'of higher standards
when, in the opinion of any department or.agency, security considerations require
the imposition of higher standards. - qur‘ff/

These regulations shgll také effect thirty days after publication in the
Federal Register.

. SECTION I -—.pEFINITIONS

1. AGENCY - The te;;;"agency" as used herein means any devartment or
establishment within the executive branch, including any government corporation
that is operated as an instrumentality of the Federal Government.

2. TINFCRUATION - Tﬁe'term tinformation" as used herein means knowledge

. “\
which can be communicated, either orally or by means of \terial.
Declassified and Approved For Release 2013/03/19 : CIA-RDP86TOOZ€8R600100050016-1



v

c

- Declassified and Approved For Release 2013/03/19 : CIA—RDP86;I’QOZ68ROOO100050016-1

RESTRICTED

3. MATHRIAL - The term "material" as usedrherein means
any document, product or substance on or in which information may
be recorded or embodied.

4. DCCUMENT - The term "document! as used herein means
any recorded information ragardless of its physical form or charac-
erisfics, and includes but is not limited to the foll®wing: (1)
written material whether handwritten, printed, or typed; (2) all
painted, drawn or engraved material; (3) all sound or voice recordings;
(4) all printed photographs and exposed or printed film, still or
moving; and (5) all reproducticns of the foregoing by whatever process.

5. FRODUCT AND SUBSTANCE ~ The terms "product" and "substance!

as used herein mean any item of matorial (other than documents) from
which information may be obtainsd; apply to items in all stages of
development,vprocessing or construction; and include elements, ingre-
dients, components, accessories, fixtures, dies, models and mock~ups

assoclated with such items.

6. CLASSIFIED INFCRMATION - The term Yclassified information®
as used herein means only official information, the safeguarding of
which is necessary in the interest of national security.

7+ TOP SZCRET - The term "top secret" as used herein means
information and matarial, the security aspect of which is paranount
and the unauthorized disclosure of which would cause exceptionally
grave damage to the nation.

8. SECEET - The term ''secret" as used herein means information
and material the unauthorized disclosure of which would endangér
national security, or night cause serious injury to the interest or
prestige of thé nation.

9.v CONFIDENTIAL ~ The term "confidentigl! as used herein
means information and material the unauthorized disclosure of which
would be prejudicial to the national seccurity or the prestige of thé
nation,

-2 -

RESTRICTED

Declassified and Approved For Release 2013/03/19 : CIA-RDP86T00268R000100050016-1



)

&

1+ * Declassified and Approved For Release 2013/03/19 : CIA—RDP8§TOO268R000100050016-1

e

RESTRICTED

10 RESTRICTED - The term "restricted" as uscd herein means
information and material which requires security protection other than that
determined to be "Top Secret", "Secret", or "Confidential". The term
"restricted" as uscd herein shall not be confused with the term "Restricted
Data", defined in the Atomic Energy Act of August 1, 1946 (60 Stat. 766,

c. 724, Sec, 10(b)(1); 42 USC Sec. 1810(b)(1)) as follows:
&
"The term 'Restricted Data'! as used in this section

means all data concerning the manufacture or utilization

of atomic weapons, the production of fissionable material,

or the use of fissionable material in the production of

power, but shall not include any data which the Commission

from time to time determines may be published without

adversely affecting the common defense and security.!

Nothing in these regulations shall be construed to authorize the classification
downgrading or declassification of "Restricted Data", except by the Atomic

Energy Commission as authorized by the Atomic Energy Act.

11. UNCLASSIFIED INFORMATION - The term "unclassified information®

as used herein means information requiring no security protection and there-
fore not included in one of the aforementioned classifications.

12. CRYPTOGRAPHIC SYSTEM - The tern “eryptographic system" as used

herein means any document, product or method employed to change information
from plain language form to unintelligible form or to change the resulting
cryptographed information into plain language form.

13. REGISTERED MATTER - The term "registered matter" as used herein

means that to which a register number is assignéd and which is accounted
for at prescribed intervals and upon specified occasions; "registered
matter" shall not be confused with registered mail.
14. TELEGRAM ~ The term "telegram" as used herein means any
document recording information for transmission by telegraph, telephone,
cable, radio or other electrical means of transmission.
15, CLASSIFY - The term "classify" as used herein means to
assign information to one of the four classification categories after
determination has been made that the information requires security protection,

16, CLASSIFICATION - The term "classification" as used herein

means the category into which information falls after being classified.
-3 -
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17. DECLASSIFY - The term "declassify" as usad herein neans
to remove the security classification.

18. DOYNGRADE - The term "downgrade" as used herein means to
assign a lower classification than that previously assigned.

19. UFGRADE - The tern “upgrade" as used herein moans to
assign a higher classification than that previously assigned.

20. APPRCPRIATE CLASSIFYING AUTHORITY

A. In Gener%;. The term "appropriate classifying authority"
as 'used herein means the head of the originating agency and thosc he
has authorized to classify, declassify, upgrade or downgrade information.

B.  laterial Officially Transferred frem Originating Agency

to Another Agency. In the case of material transferred, by operation

Q:D of law or by Executive Order, from cne agency to another for the
latter's use and as part of its official files as distinguished from
transfers merely for purposes of storage, the receiving agency shall
be decmed to bz the "appropriate classifying authority" for all pur-
poses under these regulations,

C. Material of Defunct Agency Not Officially Transferred to

Another Agency. When any agency has in its possession, on the c¢ffec-

tive date of these regulations, any material which is then, or there-
?fter becomes, five years old and it appears (1) that such material
originated in an agency which has since become defunct and whose
records, files and other material have not been officially transferred
to another agency within the meaning of subsection "B" above, or
(2) that it is impossible for the possessing agency to identify the
t:D originating agency, and (3) a review of the material indicates that
it should be downgraded or declassified, the said possessing agency
*\\\ shall have power under these regulations to declassify or downgrade
such material., If it appears probable that another agency may have
a substantial intcrest in the question whether the classification of
any particular material should be maintained, the possessing agency
shall not exercise the power conferred upon-it by this subsection

until thirty days after the possessing agency has notified such other

- -
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agency of the nature of the material and of ite intention to declassify
or domngrade the same. During the thirty-day period the other agency
may, i1f it so desires, axpress its objections to declassifying or
downgrading the particular material, but the power to makes the ulti-
nate decision shall reside in the possessing agency.

1. MARKING - The term "marking" as used herein means the
physical act of indicating on classifiad matsrial the assigned elassi-
fication or change thercin.,

22. RICORD VATVRIAL - The term "record matorial® as usad

herein means all books, papers, naps, photographs, or other documentary
matsrials, regardless of phiysical form or characheristics, made or
received by an agency of the United States Govermment in Tursuance
of Federal law or in connection with the transaction of public business

and preserved or appropriated for preservation by that agency cr its

opirations, decisions, procedurcs, or other activities of any aggncy of
the Government, or because of the informaticnal valus of the data con-

tained therein.

23, NON-RECOHD FATERIAL - The term "non-record material as
used herein means extra coplies and duplicates the use for which is
essentially temporary; short-hand nctes, used carben paper; prolin-

inary drafts; and other material of sinilar nature.

RESPOKSIBILITIES

EXECITIVE BRALCH

A. The responsibility for the maintenance of the security

¢

of classified information sha

-
€

1 rest upon cach individual in the
exgeutive branch having knowladge thereof, no matter how that infor-

rmation was cobtained,

-5 =
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Bach individual in the executive branch shall be directly

=

B.
responsible for familiarizing himself with und adhering to all regu-
lations appliceble to him hich are issued to govern ths security of
information

25. AOTHOPIT FOR HEADS OF AGANCI®E TO DELEGATE - The head

of an agsncy may delegate the performance of any or all of the functions
charged to him nsrein, but the ultimate responsibility for the safe-
guaraing of clasgified informetion within the agency shall remain with
and rest upon the head of tae agency, inciuding:

A, Such additional instructions on the safégu&rding of

classified informetion as regquirements of his agency may dictate.

B. Security of his agency's messenger-courier systems for

C. Authorization of appropriabe officials within his agency
to classify informabtion. Authorizations to clasgify information as
"Ton Secret" or "Secret" shall be held to the minimum necessary for the

performance of reguired activibties, and shall be maintained at a high

=

v

level within the agency. The authorizations to classify information
as "Top Secrst" ghall be substantially more limited in number than
those for "Secrat" and shall be regtricted to those officials whose
functiornal requiremsnte are such that they must have that avthority.

D. Degignation of thoge authorized bte receive "Ton Sscret"

material, .
E. Desegignation of officials rssponsible for "Top Sscret"
control,

F. Dezeignation of indivicuals to be responsible for the
security programg in_the various organizational units of the agency.

G. Appropriate investigation and clearance of parsonnel
who are to have access to classified material. |

H. Maintenance within his agency of a continuing review of

the use of clagsifications to insure uniform and proper application.

-6 -
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I. Procsdures governing disssmination of classified informa-
tion outside his agency.

J. Procedures governing chungss in classification and the
destruction of clasgified moterial.

K. Thorougn indoctrination of &l individuals of his agency
in security regulstions and procedurss.

L. Iszsuanc: of additionul instructiong perteining to com-

munications security, rsgistered mattsr, Restricted Date and otinour

™
]
O
©
Q
o
™
‘3
Q
,,.x

ring additional rogulations.

SECTION IIT
RULZS GOVARNING CLASSIFICATION, UPGRADING,
C‘ DOWNGEADIAG, AND DICLASSIFICATION

26, GENgRAL €I Aqu}ICAII o8 PRINCIPLES

° A, Uniformitv of aprlication of claseification.

Uniformity of application of clagsification ¢hall bo =
for the proper gafsguarding of classifi¢d information
sresarving the intogrity of the
sccurity clasgsificctions "Top Sucrst!, ”Sucr:tﬁ, "Confid-untial® und

"Eastrictzd" and to 2vold confusion, these terms

zlone or in combination with cther words for ths

the diessmination of informution other chan in t

security.
B. Usz of Lovest Congisgtent Clegsification. To avoid
<:: overclessification and dsprzciation of the imporitancs of properly

classifizd informotion and to avoid unn2cessary dzlay in the nandling
znd trensmission of docum:inbs and othar matarial, informution shall be
S agsigned the lowast classification congistent with its proper

protection.

RESTRICTED
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27. SPeClal, CLASSIFICATION RULLS

L. Chonge in Classificution of Informution. No change

chall be mede in the assigned classificution of inform:tion without the
congznt of uppropriate classifying authority; sxtracts from or nara-
phrases of classiyied docum:nts shall likswiss be muintained in the
ageligned classification unless the consent of agpropriuts classifying
authority to downgruda or declassify such extruct or puraphries is
secured or unlags ths agency miking such extracts knows poritively

th:t thoy bear a clagsification lower than that of the document from

which extracted or that they are not clogsified,

B. Clageificd Tslegramg shuil not be referred bo, ox-

N

tricted from, paraphrased, downgraded, declassified und disseminazbed
except in accordence with specisl regulstions issued by the heed of the
originating agency.
Classified tslegrams transmitted over cryptographic
systeme shzll be handlad in accordance +ith the regulations of the
ransmitbing cgency.

C. Information Originuted by & Foreign Government.

Information of = claszified nuature originated by & forsign go&ernment

and furnished to the United States by that government shall be placed

in a clasgifiication catogory which will asgure a degree of protection

equivaelsnt to or greater thun that rsquired by th2 originating govern-
ment,

D. Documents in General. Documents shall be clascified

according to theolr own content and not necessarily uccording to their
rel tionship to other documsnts, Rufercnces to clagsified motorial
vhich do not reveal classified information shull not be classified.

E. Physically Connected Documunts The classgification

of a file or group of physicully connected docum:nts shall be that of

zd document therein., Documsnteg separated from

the most highly classif
the file or group sh:ll be handled in accordance with their individual

classification,

o
-8 -
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F. Maltipls Cluggifications. A Jdocum:nt, product, or

suhstance shell berr o clasgification at least as high ag thet ¢ ts
higheet claggified componsente. The documant, product or cubstrnee shall
sar only one overall classification, notwithstinding pages, paragraphs,

sectbions, or components moey bezar different classifications.

G. A Letter of Trongmittol

as high ae ite highest classified enclocurs.
28, DLPGRaDING.

A. When info:mation ig upgraded, the appropricte
cloeeifying authority shall so notify »11 cddressees to whom the in-
formation was originclly trensmitted

B. If the recipient of informction believeg that its
agsigned clagsification ieg not sufficiently protective, he shall safe-

gurrd it in accordance with the claseificution he deemg appropricte

cna shall bring

vriate classifying authority with a reguest for upgrading.

29, DOHNGRADING AND DOCLASSIFICATION.

L. Automutic iherever i

officinl sh-ll plice a notubion on classgified material, except telsgrims,

thot after o specified event or date, or upon removel of classified

enclosures the mnterisl will be downgraded or declags
B, Hen--utomatic. Appropriate claseifying suthority
may downgrade or declassify information when circumectances no longer

o~

warrant its retention in its original clasgification. ¥When moteriszl

S

is dovngraded or declasgified ths custodinn of the racord material,

in the cage of o dJocument, or the custedian of the yroducts or substances

sholl be so informed; and, when practicable, the other reciuients of
the material shall be similerly ndviged.

C. Review of Assigned Classificabions. It shall be

+ the responegibility and obligation of every government officinl to keep
clagsified information in his custedy constantly un er review and to
initiate action toward downgruding or declassification as soon as
corditions warrant,

-9 -
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SECTION IV
DISSEMiNATION OF CLASSIFIED INFORMATION

30. GENERAL - No person shall be entitled solely by virtue
of his office or position to knowledge or possession of classified in-
formation.

The safeguarding of classified information shzll be the
responsibility of every individual into whose possession it comes.

Care shall be exercised at all times not only to refrain from
discussing classified informsation with or in the presence of unauthorized
persons, but also to prevent inspection of or access to classified
information by unauthorized persons.
<:: The head of each agency shall provide a system for the

control of the dissemination of classified information adequate to the
needs of his agency.

21. LIMITATIONS ON DISSEMINATION.

A, Within the Ezecutivs Branch. The disseminztion of

classified information shall be limited tc persons whose official

duties require knowledge of such information. Special measures shall

be employed to limit the dissemination of "Top Secret" information to

the absolute minimum, Only thét portion of "Top Scerect” information
necessary to the proper planning and appropriate action of any orgeni-
zational unit or individuel shall be released to such unit or individual.

B. OQutgide the Fxecutlve Branch. Clagsifiad informztion

shall not be disseminated outside the executivs branch by any perscon or
O agency having access thereto or knowledge thereof except under conditions

and through channels authorized by the head of the disseminating agendy,
\\\ even though such person or agency may have been solely or partly

regsponsible for its production.

- 10 -
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C. l§§0rmation Criginating in Another Agency. Except

as otherwise provided by Szction 102 of the National Seccurity Act
of July 26, 1947, c.3L3, 61 Stst. L98, =s emended, 50 ¥.5.C. Sec. LO3,
classified information originating in snother agency shell not be dis-
 seminated outside the receiving agency withcut the consent of the orig-
inating agency.
"Top Secret! and "Secret" documents and materiel shall
not be rproduced withcut the consent of the originating agincy.

D. Telephone Conversctions. Classified informaticn

shell nct be revealed over the telephone. The head of an agency may
permit the practice, within his agency, of discussing information
<:: classified as "Restricted" and originated within his own agency.

32, L0SS OR SLBJECTION TC COMPROMISE. Any person in the

executive branch who may have kncwledge cf the loss or possible sub-
jection to compromise of classified inf.rmetion shall promptly report
the circumstances to a designated official of his apency who shall take
appropriate action, including advice to the originating cffice or
agency .
SECTICN V )
RULES GOVERWIKG HANDLING OF-CLASSIFIED MATERIAL
(Tncluding Marking, Transmission, Storage,
and Destruction)
33. MARKING - After determination of the classificeticn
tc be assigned, clessified materiel shall be marked in acccrdance with
the procedures sct forth below. Existing "Top Secret" or "Secret!
C:: materisl not now so merkcd shall be anpronriately merked. Existing
nConfidential" or "Restricted!" material, adequately stered but nct

N properly merked, shall not be required to be marked until removed from

such sterage for use.

- 11 -
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(1) Bcund Documents. The assigned classification
on beund documents, such as beoks or pemchlets, the pages of which are
permenently and.securely fastencd togethsr, shall be consvicuously
merked or stamped on the outside of the front cover, on the title
pege, on the first page, on the back pzge and on the cutside of-the
beck cover. In each case the markings shell be applicd te the top
and bottom of the page or ccver.

(2) Unbound Documents. lhe assigned classificaticn

on unbound documents, such as letters, memcrands, reports, telegrams,
and other similar documents, the pages of which are‘not permenently
and securely fastened together, shall be conspicuously marked or
stamped at the tep and bottom of each page, in such manner thet the
marking will be clearly visible when the peges ere clinred cr stapled
together.

(3) Charts, Yaps, ead Yrawings. Classified charts,

meps, and drawings shzll cerry the classification merking under the
legend, title block, or scale in such mamer that it will be reproduced
on all éopics made therefrom. The classificaticn shall also be marked
2t the top and bottom in each instance.

(L) Photogranhs, Films and Recordings. Classi-

Tied photogrevhs, films, end recordings, and their containers, shall
be conspicucusly and aprnromristily merked with the assigned classi-
fication.

B. Products or Substances. The sssigned classifi-

cation shall be consricuously marked on classified products or sub-

stances, if possible; c¢n their conteainers, if possible; or, if the

- 12 -
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article or container cannct be marked, written notificaticn of the
assigned classification shell be furnished to recipients tnerecf.

C. 2dditicnal Markings.

(1) Materizl Furnished Persons not in Federal
Service. Jdhen classified materiel which contains information affecting
the national defense is furnished authorized persons other than those
in the Federal Service, the following notation, in addition to the
assigned classification marking shall whenever practiceble be placed
on the material, on its ccnteiner or on the written notification of
its assigned classification:
"This material contains information affecting
(f\j the national defense of the United States within
e the meaning of the espionage laws, Title 18, U.S.C.,
Secs. 793 and 79L, the transmission or revelation
cf which in any manner to an unauthorigzed person
is prohibited by law."
3h. TRANSMISSION

A, Preparztion of Classified Informaticn for Transmission.

(1) Outside an Agency.

(a) Top Secret and Secret Material

(i) "Top Secret" or "Secret" material
shall be enclcsed in opaque inner and outer covers.

(ii) The inner cover shall be a sezled
wrapper or envelope plainly marked with the assigned classification
and address.

(iii) The cuter cover shall be sealed

\__. and addressed with no indication of the classification.

- 13 -
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(iv) There shall be attached to or en-
closed in the inner cover a receipt form containing no classified
information but identifying the addressor, addressee énd the document;
such receipt will be signed by the proper recipient and returned to the
sender.

{v) Aritten material shall be protected
from direct contact witﬁ the inner cover by a cover sheet or by folding

inward.

(b) Confideritiel Msterial

(i) "Confidential" material shall be
prepared for transmissicn in the same manner as thet indicated for
"Top Secret" and "Secret" materisl, exceot that it shall be covered
by a receipt cnly when the sender deems it necessary.

{c) Restricted Aaterial

(1) Restricted material shall be trans-
mitted in a seeled wrapper or envelope without any indication of the
classificatién of tie contents shcwn thereon.

(ii) VYo receipt shall be required for
Restricted material,

(2) Within an Agency. Freparation f classified

information for transmissicn within an agency shall be governed by

regulations issued by the head of the agency to insure a degree of

seécurity equivalent tc that outlined abcve for transmission outside
an agency.

B, Transmission of Classified Material.

(1) Top Secret Material

(a) The head of eaeh agency shall designate
Top Secret Control Officers to reccive, maintain registers of,
2nd dispateh all "Top Secret'" material.

(b) The transmission of "Top Secret" informa-
tion shall be effected preferably by direct contact of officials con-
cerned, and alternatively by specifically designated personnel, by
State Department Diplomatic Pouch, by a messenger-courier system
especially cleared for that purpose, or by electricel means in en-

crypted form.
-1 -
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(c) Under no circumstances shall "Top Secret! , %
AN

Secret Material shall be delivered within

the continental United States by onc of the means established for

"Top Secret" material, by an authcrized courier or by United States
registered meil. Secret material may be trensmitted outside the
continental limits of the United States by one of the means established
for Top Secret matericl, by State Depertment diplomatic pouch, com=
manders or masters of vessels of United States registry, or by U.S.
Fost Cffice registered mail through Army, Navy or Air Force postal
facilities, provided that the materisl does not at any time pass ocut

of Tnited States Government control and does not pass threough a foreign
postal system (Secret matter may, however, be transmitted to and from
Unltcd States Government installations in Canada and Alaska by United
States and Canadien registered mail with registered mail return receipt).

(3) Ccnfidential #eterial shall be delivered

within the United States by one of the means established for higher
classifications, by authcrized courier, or by crdinary mail, Cutside
the ccntinental United States, "Contf'identiel" materiel snhzll be trans-

mitted in the seme manner as suthorized for higher classifications,

(L) Restricted Material shall be delivered within

the contineﬁtel United States by any means anthcrized for higher
classifications or by ordinary mail, express or freight. "Restricted"
material shall be delivered outside the continentel Unitud States by
one of the means establishcd for higher classifications. However,
rablstratlon of "Restricted" materisl shall ncot be requircd when trans-

mitted by Army, Nevy or Air Force postal cheannels.

35. PHYSICAL SECURITY

A. Storage Facilities, Classified meteriel not in

actual use by cor under direct observation of an authcrized person in

the same room shall be stored as set forth below:

- 15 -
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(1) Top Sscrat Material shall oe stor:d in the

most sscure facilities availabls. Such matter normally will be storad
in a safe, stsel file cabinst, or other steel container having a

thres position dial-typs combination lock and of such weight, size,
construction, or installation as to minimize possibility of physical
theft or damage by fire or tampering. In lisu of such a container,
the matter may be storad in a secure room or vault which is approwvsd
for such use by the head of the agsncy and which is sscurely locked
when not in use. Such'approval shall not be construed to relieve the
custodian of any responsibility for the safety of the classifisd mettsr.
If the foregoing safeguards are not available, matter so classified
shall be kept under surveillance of an armed guard when not in use.

(2) Szcret and Confidential Matsrial shall be

stored in a mamnsr authorized for "Top Secret" material, or in metal
file cabinets equipped with a stesl lockbar and approved three cémbi-
nation dial-typs padlock from which the manufactursr's identification
numbers have been obliterated or in comparably securs facilities
approvad by the head of the agency.

(3) Restricted Material may be stored in a manner

authorized for‘higher catagories of classified material, but ordin-
arily shall be stored in a container equippsd with a reasonably secure
locking device or othsr storags facility of comparable security approvad
by ths hsad of ths agency.
B, Inspzctions

(1) It shall bs the responsibility of the
individuals chargsd with‘tha custody of classified material to
accomplish the nscessary inspsotions within his area to insurs
that &1l security precautions ars taken to protect such information
at all times.

(2} 1In each agency, in&ividuals shall be dssig-
nated to make inspsctions on a room or arsa basis to insure that all

classified material has besn properly and safely stored,
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Ce Safe.Combinations

(15 Safe combinations shall be changed at lesast
once a yesar; whenaver a pers;n knowing ths combination is transferrsd
from the office to which the safe is éssigned; when a safe is first
bfought into an office; when the combination haé baen subjescted to
comproﬁise and at such other times as deemsd nacessary.

(2) ¥nowledge of combinations shall bs limitad
to the minimum necessary for operating purposes.

(3) Safe combinations shall be givsn a classi-
fication equivalent to that of the most highly classifisd material
authorized by these regulations to be contained in ths safs.

36. DISTRICTION OF CLASSIFIED MATIRIAL

A Typas of Matsrial Which May Be Destroyed

(1) Record Material may bs destroysd only in

accordancs with the Act of July 7, 1943, .as amendad, 44 USC Sscs. 366-380.

(2) Non-Rscord Matsrial may be dsstroysd as soon

as it has ssrved its purpose.

B. Methods of Destruction. Classified rscord material,

the destruction of which has bz2n authorized, and classifizd non-record
meterial shall bz dsstroysd by the following msthods under proczduras
established by the hz2ad of the agency.

(1) Top Szcrst, Sszeret and Confidentisl Documents

shalllbe destroyed by burning; products und substancss oy an equally
completé method of dsstruction; in sach cass in the pressncse of an
appropriate official. Under the most unusual circumstances the head
of an &génoy may authorizz dsstruction of documsnts othsr than by

burning

g, providsd th: resulting destruction is equally complste.

(2) Restricted Material shall be destroysd by

burning, shredding or reduction to pulp, or an esqually complete msthod

~ " of destruction.

Cs Rzcords of Destruction. Appropriats records of

destruction of material classifisd "Top Sedrst" and "Secrast" shall be
maintained in accordance with procedures ssteblished by the h:ad of

the agenocy.
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’ SICTION VI
INTsRPRSTATION OF RSGULATIONS BY

THZ ATTORNZY GENZA

la‘ The Attornsy General, upon requsst of ths hsad of a
depdrtment or agsney or his duly designatad repressntative, shall
personally or through authorized reprassentatives of the Departmant
of Justice rendsr an intsrpretation of thess ragulations in connsc-

tion with eny problams afising out of thair administration,

(:) THS “MITS FOUSH o

, 1950
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